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ABSTRACT

With the recent advancement of malware, the actors performing malicious tasks are often not processes. Malicious code
injected into the process that is installed by default in the operating system works thread by thread in the same way as
DLL / code injection. In this case, diagnosing and blocking the process as malicious can cause serious problems with
system operation. This white paper lists the problems of how to use process-based monitoring information to identify and
block the malicious state of a process and presents an improved solution.
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Table 2. Data Structure for File Information

Member Type Description
Identifier int64 Unique Identifier
PID int Process Id
TID int Thread Id
PPID int Parent's PID
PPath String Process ImagePath
Time int64 Event Time
Action int File Action
SrcPath String Source File Path
DstPath String Destination File Path
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Table 3. Registry Actions

Action Interested
CreateKey O
OpenKey

EnumKey

EnumValue
SetValue O
QueryKey

QueryValue
DeleteKey
DeleteValue
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Table 4. Data  Structure for Registry
Information
Member Type Description
Identifier int64 Unique Identifier
PID int Process Id
TID int Thread Id
PPID int Parent’s PID
PPath String Process ImagePath
Time int64 Event Time
Action int Registry Action
RegPath String Registry Path
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Table 5. Process/Thread Actions

Category Action
Create
Process B
Terminate
Create
Thread -
Terminate
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Table 6. Data Structure for Process/Thread
Information
Member Type Description
Identifier int64 Unique Identifier
PID int Process Id
TID int Thread Id
PPath String Process ImagePath
Time int64 Event Time
Action int Process/.Thread
Action
TPID int Target Process Id
TTID int Target Thread Id
. Target Process
TPPath String ImagePath
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PCREATE_THREAD_MWOTIFY_ROUTIME PcreateThreadiotifyRoutine;
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HANDLE ProcessId,
HANDLE ThreadId,
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Fig. 1. PCREATE_THREAD_NOTIFY_ROUTINE
callback function
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Fig. 2. The case of malicious behavior of
RemoteThread
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Fig. 3. Malicious behavior case caused by the
RemoteThread’s derived thread
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Table 8. Advanced Thread Creation Table

¥ Src Src Remote Dst Dst

PID TID Thread PID TID
1 100 110 O 200 220
2 200 220 X 200 230
3 200 230 X 200 240
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